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Big Idea/Challenge Unit Activity Implementation
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D i ffi e_ H e I I m a n It is important to understand cryptography. It is important to understand cryptography.
Exchange/Man in the Middle
Attack: Students sent messages

d th|rd pal‘ty attaCke . th r()ugh a th|rd party in I()Cked Change in students’ attitudes towards cryptography.
boxes with each person having a | e Studenc Mastory of comtonc
Unit Structure unique key/lock. B
Essential Questions (written by students): All Baba’'s Cave: = 1
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for authentication.

 What are the different types of encryption?
« How can | communicate a key for my code?
« How do | know if my code is strong?

Reflection and Conclusion

« |Increased engagement in the field of
cryptography as well as mathematics.
YOU are
. ENGINEER * [Increased mastery of the content standards.

Standards:

CCSSMATH CONTENT: 6.NS.B.2, 6.EE.A.2.C,
/.EE.B.4, 7.SP.C.5

CCSS.ELA-LITERACY: Rl.6.1, W.6.1
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« Students worked in teams as cryptographers and
cryptanalysts to complete the challenge.

design could be improved.
Modify your design and try

Objectives: Students will apply what they Students worked in teams to research, develop, e Met a member of the NSA and experiment with
know about the order of operations and the evaluate, and share cryptographic protocols. They code cracking.

division algorithm to develop cryptographic considered the risks associated with their choices » Worked with a UC professor working in this field.
protocols to safely send secure messages. and interpreted their learning via class blog and * Recognized the need for cryptography in everyday

Engineering Design Notebooks throughout the unit. lite.



